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PCAP Express – Packet Capture Acceleration 
 
Developed by nPulse Networks, PCAP Express, or PCAPx for short, is the industry’s first hardware-accelerated 
implementation of PCAP, the application programming interface widely-used as the packet capture and filtering engine in 
many open-source and commercial applications in network monitoring, security and analysis.   
 
PCAPx accelerates standard PCAP solutions to multi-gigabit 
throughput by automatically offloading packet capture and 
related tasks to dedicated hardware resources on nPulse’s 
multi-port PCAP Express adapter cards.  Standard libpcap 
operations are implemented in hardware freeing up valuable 
CPU resources in the host system, and enormously 
accelerating application performance. 

 
PCAPx ensures that standard libpcap applications can 
immediately gain the performance advantages inherent in 
hardware-based packet processing with absolutely no 
modifications to the application code.  Software developers 
seeking higher performance no longer need to retool or retrain 
to design for specific hardware.  With a simple recompile, 
they can move their existing development investment to a 
completely new level of performance, opening up entirely new 
markets and opportunities. 
 
PCAP Express is also available for our 10Gig and POS/ATM adapters.  Contact us at nPulse Networks for more information. 

Key Features  
 

·  hardware-accelerated implementation of PCAP 
·  2 and 4-port Gigabit PCAP Express adapters  
·  RJ-45 or SFP/Optical 
·  100% line rate packet capture and merge to application 

space memory, with virtually no CPU utilization  
·  CPU offload of packet related tasks including protocol 

decodes, hashing and filtering 
·  Multi-CPU load-balancing 
·  20nsec hardware time stamp 
·  simple porting for standard PCAP applications 

(recompile + link) 
·  immediate application acceleration to multi-gigabit 

throughput 
·  no need for code redesign, new development tools or 

developer training 
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Contact Details  

�
nPulse Network Systems, LLC 
Reston Town Center 
11921 Freedom Drive, Suite 550 
Reston, VA 20190 
USA 
 
Phone:  +1 (703) 673-0044 
FAX: +1 (703) 783-8333 
Email: sales@npulsenetworks.com 
Web:   www.npulsenetworks.com�
�

 

 
 

About nPulse Networks  

 
nPulse Networks develops advanced Network Sensors for 
government, telecom and enterprise markets by combining the 
advantages of flexible open source software with powerful 
hardware acceleration to deliver multi-gigabit throughput in a 
compact, affordable package. PCAP Express is the core 
technology that powers all nPulse Sensors for applications in 
network security, network monitoring, and traffic capture, 
analysis and storage. 
 
nPulse is headquartered in Charlottesville, Virginia and 
maintains a government sales and worldwide operations office 
in Reston, VA.   For more information, visit 
www.npulsenetworks.com. 
 

Standard PCAP Performance 
 
The packet capture tests on this page were performed using 
one core of a dual-core 1.8GHz Xeon processor, housed in 
a 1U server appliance with 1Gig of memory, a single 
80GByte drive, and an Intel 82573E PCIe gigabit port. 
 
The traffic stream used in each case was a single gigabit 
link fully-loaded with 1.44 million 64-byte packets per 
second. 
 
The first test uses the built-in port on the server, and the 
standard PCAP API.  In this case, the system is able to 
capture about 30% of the packets, and write them into host 
memory, but to do so consumes 100% of available CPU 
cycles.  No CPU resources are left to run any analysis 
application on the captured traffic.  
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PCAP Express Performance 
 
The performance increase provided by PCAPx is 
dramatically shown by repeating the same test, but in this 
case using one port of nPulse’s 2-port PCAP Express  
Gigabit adapter installed into a PCI-X slot on the server.  
 
The PCAPx driver for the adapter transfers packet 
processing tasks such as capture, time-stamping, decoding 
and filtering to hardware resources on the adapter card, 
completely freeing up the CPU for higher level analysis. 
 
In contrast to the standard PCAP implementation, the 
system is now able to capture 100% of the packets on the 
fully-loaded gigabit link, using only about 2% of the 
resources of a single CPU to do so. The freed up CPU 
power is now available to greatly accelerate the 
performance of the host applications. 
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